GUIDE TO
PENETRATION
TESTING
ADVANCED IT HELP FOR MORE PROTECTION AGAINST
CONSTANTLY EMERGING CYBERSECURITY THREATS

PENETRATION TESTING:
FOR OPERATIONS PROTECTION
FROM ALL DIRECTIONS

Offensive services deliver better defenses to protect enterprise
The headlines in the media keep coming, and they’re scary. Businesses in all types of industries are being attacked by
cybercriminals to steal sensitive data, compromise operations and even hold data ransom for big money. In fact, cyberattacks
and ransomware are at all-time highs, and continue to grow in their prevalence, complexity and recovery expense.
The fact is, anti-virus security and firewalls simply don’t provide enough protection anymore. According to IDC’s “2021
Ransomware Study,” approximately 37 percent of global organizations said they were the victims of a ransomware attack
in 20211. And in the U.S., the FBI’s Internet Crime Complaint Center reported 2,084 ransomware complaints from January
through July of 2021 – a 62 percent year-over-year increase2.
The solution to helping organizations try to stay ahead of hackers is through penetration testing, which first involves
assessing current levels of security to find and fix any gaps. System vulnerabilities can include code mistakes, software bugs,
insecure settings, service configuration errors and/or operational weaknesses. Then, depending on the organization’s size
and current level of information security requirements, testing can deliberately use cybercriminals’ own methods to safely
simulate attacks and determine how well the organization’s systems and applications can fend them off.

RECORD-BREAKING BREACHES IN 2021
According to the Identity Theft Resource Center’s 2021 Data Breach
Report, the number of reported data breaches jumped 68% in 2021 to
their highest total ever3. Per the report, there were 1,862 data breaches
last year involving sensitive information, and ransomware attacks have
doubled in each of the last two years. The ITRC said that at this rate of
growth, ransomware will outpace phishing as the top cause of data
breaches in 2022.
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THE BENEFITS OF
PENETRATION TESTING

Pen testing goes well beyond standard security measures.
A penetration test, aka a “pen test,” is a special technology assessment that varies by scope and methodology.
True pen testing simulates an attack by a malicious party on a network or application to identify flaws in an
organization’s security, arranged for a specific time and executed with an attempt to avoid damaging any of
systems. Following this testing, the pen testing firm will report and describe any issues and weaknesses they
found, with suggestions for how to resolve and fortify the weaknesses so that operations are more secure.

Building and maintaining
a stronger, more resilient
security posture through
pen testing can save millions
of dollars in downtime and
reparation costs – not to
mention reputational loss.

PENETRATION TESTING BENEFITS BUSINESSES BY:
• Identifying threats and vulnerabilities that present the most protection
risk related to client data, including but not limited to its availability
confidentiality and integrity
• Finding vulnerabilities that traditional, control-based testing
methodologies often miss
• Uncovering critical and exploitable vulnerabilities in an organization’s
current technology, people and processes
• Reducing the risk of ransomware and other emerging threats
• Providing quantitative results that help measure the risk associated
with critical assets
• Fulfilling and validating security compliance with critical industry
regulations, such as the Payment Card Industry Data Security Standard
(PCI DDS) and the Payment Application Data Security Standard
(PA-DSS), a global data security standard
• Saving on potential remediation costs and reducing any network
downtime
• Developing next-level security measures and solutions for an
organization’s IT systems
• Protecting a company’s reputation and helping to ensure customer
loyalty

TODAY’S DRAMATICALLY
DIFFERENT WORKPLACE

From endpoint to endpoint and around the world,
businesses are at risk.
Business today is global and runs on digital devices and networks – internal, external and mobile – and with growing use
of applications and data storage in the cloud, so bad actors have lots of places, potential opportunities and methods to
compromise or even shut down a business’s operations. Endpoints for desktops, laptops and mobile devices present big
security risks because they allow access to central servers and the outside world, and anti-virus software covers a single
endpoint and only detects and blocks malicious files.
The new structures and processes of remote work also affect security. Without secure endpoint devices, including oftenoverlooked printers, and ensuring compliance with secure procedures for accessing data, remote employees can expose
their respective companies, partners and vendors to major risks.
While the pandemic seems to be winding down, and companies are bringing employees back into the office, all research
points to remote work continuing in a variety of hybrid arrangements. According to two recent studies4, findings point to
a permanent shift to work from home (WFH) – twice as many workers will be 100 percent remote than before the
pandemic, and about 75 percent of the telework increase is likely to be permanent. WFH arrangements has jumped in
every major industry, and the rise has been especially sharp among highly educated workers.

FIRST THINGS FIRST: ENDPOINT SECURITY BEGINS INSIDE.
Before moving to penetration testing, it’s essential for the head of an organization’s
IT department to:
• Review and adjust the security settings of the cloud access points in addition to the company’s
internal network.
• Ensure that the security settings and measures for remote users are appropriate for current and
foreseeable levels of usage.
• Make users and IT staff aware of all the latest security threats to determine if they need more
education to help operations become more secure.
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PEN TESTING:
A CRITICAL STEP TO PROTECT
AGAINST CYBERATTACKS

Security measures are often shortchanged due to the speed
of business today.
As every industry competes to get ahead in the marketplace,
technology development has also been fast-tracked. Mobile
apps multiply each year, and more businesses are moving to
cloud-native approaches with their technology platforms and
other software applications. But it’s not always easy (or quick) to
integrate security into development and into an organization’s
current IT infrastructure. It’s also easy (and common) for
businesses not to keep up with
the latest security measures.
The speed at which business moves today means that
penetration testing is valuable – and experts would say it’s
essential – because it can provide insights into an organization’s
security defenses from a hacker’s perspective.
With pen testing, businesses can learn about which areas
security professionals may have overlooked during applications
development, network integration and other areas that can be
invisible from the inside.
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According to the latest data breach report by
IBM and the Ponemon Institute5, the average
data breach in 2021 among those surveyed
cost $4.24 million – a 10% rise from 2020
findings. This cost is also a new peak in the
entire history of the IBM and Ponemon Institute
report. In addition, the average time it took
respondents to identify and contain a breach
was 287 days.

WHAT CAN HAPPEN WITHOUT
FORTIFIED IT SECURITY

Threat vectors target infrastructure within businesses & countries.
Just prior to Russia’s attack on Ukraine, Bloomberg and other news outlets learned that hackers gained access to computers
belonging to current and former employees at nearly two dozen major U.S. natural gas suppliers and exporters, including
Chevron6. And hours before the Russian invasion began on February 24, 2022, Microsoft’s Threat Intelligence Center detected
a new malware package7 the company denominated as FoxBlade, which was directed against Ukraine’s digital infrastructure.
Fortunately, Microsoft provided the Ukrainian government with technical advice to prevent the malware’s success.
At about the same time, Goldman Sachs economist Ronnie Walker published a report that highlights research on the potentially
extreme threats that malicious cyber criminals could inflict on economies across the globe. Walker’s research cites data that
cyberattacks cause about $1 trillion in damage to the world economy each year8 – and two-thirds of those attacks are attributed
to Russia. The U.S. has already frequently been threatened and tested by these types of attacks, and experts unanimously agree
that there will be more.
Of course, attacks also come from inside the U.S. and many other locations in the world – and even from a bad actor or careless
employee inside an organization. It’s become essential for businesses to take preventive steps to avoid the potential disruption
and expense involved in a data breach or ransom cyberattack of any size.

THE OLDEST PRIVATELY HELD TRAILER MANUFACTURER IN THE U.S. IS STILL
INVESTIGATING 2021’S DATA BREACH9.
Utility Trailer Manufacturing Company (UTM) is a truck and trailer manufacturing company based out of Los Angeles County,
California. Founded in 1914, the company is the largest manufacturer of refrigerated vans and is one of the largest manufacturers
of trailers in the United States, with five factories in Utah, Virginia, Alabama and Arkansas.
The company experienced a data security incident in April 2021 when an unauthorized party gained access to files on the company’s
computer network, which resulted in exposing consumer names, addresses and Social Security numbers. The company sent a
breach notification letter to the affected parties, but not until February 2022. Data breach lawyers at Console & Associates, P.C.
are still investigating the security breach and interviewing victims. If it turns out that UTC failed to adequately protect consumer
data, the affected parties may be able to bring a data breach class action lawsuit against the company.
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MORE EXAMPLES OF RECENT
CYBERATTACKS
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Here are some of 2021’s biggest data breaches:
U.S. Cellular — The fourth-largest wireless carrier in the
U.S. with 4.9 million customers was hacked early in 2021, putting
customer account and phone numbers at risk. A few employees
in its retail stores were successfully scammed by phishing emails
and downloaded software onto a store computer. Since an
employee was already logged in, this allowed the attackers to
remotely access the computer and enter the CRM (customer retail
management) system under the employee’s credentials.

T-Mobile — In yet another mobile telecommunications breach,
T-Mobile confirmed in August last year that hackers gained access
to the company’s servers and databases containing the personally
identifiable information of nearly all its 100 million U.S. customers.
A post on an underground forum had offered to sell Social Security
numbers and other private data – but when T-Mobile learned of
the breach, the seller lost access to the backdoored servers, but
not before the seller had downloaded the data locally.

Android — In May, Check Point researchers found that the
personal data of more than 100 million Android users was exposed
due to several misconfigurations of cloud services. The real-time
databases that were unprotected were used by 23 apps and
anyone could access sensitive customer information, including
names, email addresses, passwords, phone numbers, payment
information and push notifications. Of those 23 apps, 12 included
more than 10 million installations of Google Play – showing the
lack of basic security protections in many apps.
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WHY IT’S SO IMPORTANT
TO GUARD AGAINST
RANSOMWARE
Businesses, professional services
and manufacturing organizations
are among the attackers’
top 10 industry targets.10

According to the Verizon Data Breach Investigations Report,
ransomware comprises 10 percent of all data breaches, and in
2021, this type of cyberattack doubled in frequency11.
In addition, the International Data Corporation (IDC) conducted
a study in July 2021 and found that 37 percent of global
organizations were the victims of a ransomware attack12.
Clearly, ransomware attacks are growing in number and will be
especially damaging threats for years to come. Worse yet is the
threat of Ransomware 2.0 that infects cloud software-as-a-service
providers. It’s important for businesses and organizations of all
types to know how these attacks work and to take steps to protect
against them.

HOW RANSOMWARE WORKS
As the name implies, ransomware takes an organization’s data
hostage through encryption, preventing legitimate users
from accessing it. It typically goes like this13:
ACCESS – Most ransomware arrives through phishing emails
– messages designed to trick someone into entering their
credentials or interacting with malicious content. It could be an
Excel file with macros that release ransomware when enabled,
a hidden executable file, or a link to a malicious or fake website.
INFECTION – Once released, the virus installs itself on the
targeted machine and attempts to gain access to any data,
resource or system it can on the organization’s network. This
includes access keys to the network, important documents or
even built-in security measures that could impede the virus’
progress.
SPREAD – Ransomware is designed to spread. It infects any
machine it can. It will find out as much information as it can
about your infrastructure. It will identify and spread to network
shares, smart devices and other resources it can access.
ENCRYPTION – Once the virus has spread and gained access
to a significant part of an organization’s infrastructure, it will
“activate” and encrypt all the files it has access to. This is usually
the first time an organization’s employees realize there’s an
issue.
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DEMAND – After compromising and encrypting, the virus
then sends its victims a message making a ransom demand.
This could be an ask for payment with a promise to release
and return all the files, a warning that sensitive information
will be published online, or a threat to sell data on the dark
web. In a frightened panic, victims often pay the ransom.
Instead of resolving the problem the payment encourages
more cybercrime and provides no guarantee that the criminal
will release the hijacked data.

TYPES OF PENETRATION TESTING
Every pen testing engagement is different and depends on the
organization’s needs.

There are many ways to test an organization’s IT systems as well as solutions and technologies to help fill security gaps.
Every organization contains a unique combination of architecture, system integrations, sensitive data and users with
access. The following are four of the key approaches that can benefit most organizations.

APPLICATION PENETRATION TESTING

NETWORK PENETRATION TESTING

Web applications and mobile applications are the most vulnerable
areas within an organization’s environment. The convenient access
provided to customers, employees and partners can also serve as
the same to potential attackers – so a vulnerable application puts
data at risk and allows attackers to pivot and attack the entire
internal enterprise.

More than ever, security leadership and staff are in the position to
defend their organization against major global threats, including
ransomware attacks, without knowing their complete attack
surface. Network penetration testing provides a solid view of an
organization’s systems and data. This type of penetration testing
can be performed in one or any combination of methods: external
discovery, external network, internal network, wireless access and
trusted access. Pen testing experts can discover gaps in security
from a wide variety of threat vectors.

ADVERSARY EMULATION
Also called Red Team Testing, this is a real-world test of security
controls to prevent a highly skilled adversary from accessing
and compromising an organization’s data, using the same tools
and techniques as attackers. It involves increased timelines and
often multiple, concurrent accessors to allow for more advanced
tactics, techniques and procedures (TTPS) such as evasion, social
engineering (i.e. phishing), physical attacks and the ability to
achieve explicitly defined goals.

SECURITY REVIEWS
While the world moves away from passwords as the sole proof of
credentials, password strength is still critical. Modern multifactor
authentication (MFA) mechanisms can mitigate some of the
external network risks associated with weak user passwords.
But internally, MFA is more challenging to deploy in daily use,
making password security as relevant as ever – just one weak
password can be used by an attacker to compromise the entire
enterprise perimeter. Actionable advice on how to strengthen an
organization’s password environment is essential.

THE DIFFERENCE BETWEEN RED
TEAMS AND BLUE TEAMS

Combining the services of both provides a more complete level
of security protection.
While red teams are security engineers who specialize in offensive
services to break into security defenses, blue teams are experts
in maintaining and defending those internal network controls.
The sports analogy is apt – but the activities of each team go well
beyond a simulated and competitive “game” to help provide a
more up-to-date and fortified security posture.
Red teams are expert and ethical security professionals who
objectively evaluate a system’s security by using a wide variety of
the same techniques cyber criminals use themselves to overcome
the security controls within an organization. The red team carefully
plans and develops simulated attacks from the outside to test the
network’s security and discover the organization’s weaknesses in
people, processes and technologies.
Blue teams, on the other hand, are the security professionals who
take an inside-out view of the organization. They learn about the
organization’s security strategies and key assets by first gathering
information about what requires protection. They initially provide
a risk assessment, and in the process, may introduce stronger
password policies and provide education to staff to make sure
everyone understands the necessity of conforming to the
organization’s security policies and procedures.
But with IT security, the more knowledge, the better – which
is why it’s best to work with both red and blue teams. When
engaging both, management should make sure that the two teams
cooperate and keep each other informed and share knowledge
and resources in addition to holding regular update meetings with
key members of the organization. It’s all about continuous security
improvements to build a strong and safe IT foundation – because
cyber criminals are constantly looking for ways to attack.

DEPTH SECURITY:
PENETRATION SERVICES
FROM ALL COVERED

Additional IT expertise through Konica Minolta’s
Managed IT Services division.
Founded in 2006, Depth Security is a team of highly skilled information security engineers with decades of experience and proven case
studies. The team specializes in providing visibility into threats facing infrastructure and operations, with network and application
penetration testing and adversary emulation. This is accomplished by creatively simulating real-world attacks using the same tools and
techniques as attackers to identify vulnerabilities
To counter this, the team also designs, builds and deploys next-level information security solutions. These include Network Access Control,
Advance Endpoint Protection, Endpoint Application Control, Endpoint Detection and Response, Vulnerability Management, Next Generation
Firewall, Next Generation Threat Emulation and Extraction and Mobile Threat Prevention.
The Depth Security team rounds out All Covered’s current defensive offering to include offensive capabilities. Following the acquisition
of VioPoint, All Covered now has both Blue Team (Active Defense security monitoring, Vulnerability Management) and Red Team (Testing
Services and Adversary emulation) capabilities, along with best-in-class Managed Security Awareness Training, Threat Landscape and
vCISO services.

5 REASONS FOR REGULAR PEN TESTING

Finds IT system
vulnerabilities
before the
cybercriminals do

Saves remediation
costs and
reduces network
downtime

Helps to create
stronger defense
mechanisms and
remediation strategies

LEARN MORE ABOUT PENETRATION TESTING TODAY
WITH A FREE CONSULTATION FROM DEPTH SECURITY

Ensures compliance
with leading security
standards required
by law

Prevents loss
of company
reputation and
customer loyalty

Depth@kmbs.konicaminolta.us
https://depthsecurity.com (816) 299-4123

About Konica Minolta

About Depth Security

Konica Minolta Business Solutions U.S.A., Inc. is reshaping and
revolutionizing the Workplace of the Future™ with its expansive
smart office product portfolio from IT Services (All Covered),
ECM, Managed Print Services and industrial and commercial
print solutions. Konica Minolta has been recognized as the #1
Brand for Customer Loyalty in the MFP Office Copier Market
by Brand Keys for thirteen consecutive years, and is proud to
be ranked on the Forbes 2017 America’s Best Employers list.
The World Technology Awards recently named the company
a finalist in the IT Software category. Konica Minolta, Inc. has
been named to the Dow Jones Sustainability World Index for
eight consecutive years has spent three years on the Global 100
Most Sustainable Corporations in the World list. It partners with
its clients to give shape to ideas and work to bring value to our
society. For more information, please visit us online and follow
Konica Minolta on Facebook, YouTube, LinkedIn and Twitter.

Depth Security is a different type of information security
company, founded by a small group of experienced information
security engineers and are still run by the same team today. The
company culture is deeply anchored in experience, creativity
and talent. Unlike many competitors, the people of Depth
Security have spent decades in the trenches of IT security,
not 50,000 feet up in the clouds. They’ve been key players at
some of the largest IT security organizations and led some of
the best corporate information security teams for enterprise
organizations. Depth Security has not only designed nextlevel information security solutions, but the company has also
built them and was responsible for them, day to day, in some
of the most challenging environments. Most important, the
professionals at Depth Security have walked in their customers’
shoes – and they understand.
Depth@kmbs.konicaminolta.us
https://depthsecurity.com
(816) 299-4123
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