
SCHOOL GATE GUARDIAN 
VISITOR MANAGEMENT SOLUTION

School Gate Guardian, visitor management software, is now available on-premise or as a hosted solution. This 
hybrid software as a Service (SAAS) solution gives you the flexibility to host data on your own network or in a 
secured hosted environment.  
 
WITH GROWING PUBLIC DEMAND FOR SCHOOL SECURITY, ISN’T IT TIME YOU INVESTED IN A ‘STATE-OF-
THE-ART’ VISITOR MANAGEMENT SYSTEM? Your school has the latest in educational technology, but in this 
increasingly dangerous world are you still using outdated methods of signing in and tracking visitors? Schools 
that recognize this problem are turning to School Gate Guardian for their visitor management solutions. When 
you install School Gate Guardian, you keep unwanted visitors out.

Benefits of On-Premise Solution:

1. �Database and reporting are hosted on your 
secured network

2. �Communication between application and 
database stays on your network

3. Maintain your database
4. Maintain backups
5. �Maintain Windows updates, security patches, etc.
6. �You are in complete control of your environment

Benefits of Hosted Solution:

1. �Services hosted on secured servers/network
2. �You do not need to maintain a server
3. �School Gate Guardian maintains your database
4. �School Gate Guardian maintains backups
5. �School Gate Guardian maintains Windows 

updates, security patches, etc.
6. �Minimal to no impact on your  IT 

Hosting your solution with School Gate Guardian is easy! Trained staff at School Gate Guardian take care of setting up 
all of your hosted services. The client portion of the installation is simple and fast! Existing on-premise customers can 
upgrade to the hosted solution easily.



SCHOOL GATE GUARDIAN HOSTED SOLUTION

School Gate Guardian’s Hosted Solution maintains multiple layers of security,  
multiple internet connectivity, backup and power.

SECURITY FEATURES:

• Security starts with clustered firewalls to help filter out unwanted traffic  

• Network monitoring watches for anything odd and alerts hosting administrators  

• All data sent to and from servers are sent via an encrypted 256-bit SSL (TLS 1.2) channel

• Servers are scanned and locked down according to PCI DSS 3.1

• �Data communication between internal web service and database servers are encrypted  
via a separate 256-bit SSL (TLS 1.2) channel

• Database data is encrypted at rest, meaning your data is always protected

• �All TLS certificates are constantly, and automatically, kept up to date to make sure   
communications are always using the latest encryption  

• Third party environmental and security monitoring

• Each customer has their own database and web services, and are secured with their own authentication  

• Multiple fields are required for authentication to our Hosted service and are unique to each customer

• �For any transfer of bulk data between School Gate Guardian (or your SIS), we implement SFTP to keep  
the file transfers secure

The School Gate Guardian hosting facility performs daily backups with copies stored off site, maintains multiple Tier 1 internet 
connections, independent cooling, direct grid power with UPS and automatic generator fail-over. All services are on a highly 
available service to automatically fail-over to other hardware in case of an issue.
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